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Notice of Privacy Practices North Carolina
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This Notice of Privacy Practices applies only to care and treatment you receive at this
facility or other Novant Health facilities and practices in North Carolina that are
treated as an “affiliated covered entity” under the federal law known as the Health
Insurance Portability and Accountability Act (HIPAA) that protects the privacy of your
health information, and are referred to as the Novant Health Affiliated Covered
Entities. Terms defined in the HIPAA regulations will have the same meaning in this
Notice. This Notice also applies to all the people who provide healthcare services at a
Novant Health facility in North Carolina, even if they are not our employees or agents.
These people provide care along with us as part of an “organized healthcare
arrangement.” All of these healthcare providers are referred to as “we” in this Notice.
If you would like a listing of the Novant Health facilities and practices covered by this
Notice, please contact the Novant Health Privacy Official at 704-384-9829 or

PO Box 33549 Charlotte, NC 28233-3549. You may also visit our website at
www.novanthealth.org.

This Notice describes how medical information
about you may be used and disclosed and

how you can get access to this information.
Please review it carefully.



I We must protect health
information about you

We must protect the privacy of health information
about you that can identify you, also called protected
health information or “PHI" for short. PHI includes
information about your past, present or future health,
the healthcare services we provide to you, and
payment for your healthcare, and may include
information about your race, ethnicity, language,
gender identity, sexual orientation, and social risks
and needs. This Notice explains Novant Health's
legal duties with respect to PHI and how we can use
and disclose PHI about you. In addition, we can
make other uses and disclosures that occur as a
byproduct of the uses and disclosures described in
this Notice. This Notice also explains your privacy
rights, and how you can file a complaint if you believe
those rights have been violated. Inthe event that
PHI about you is affected by a breach of unsecured
PHI, Novant Health will provide notice as required by
HIPAA.

How we can use and
disclose PHI about you

1. When we can use and disclose PHI about
you without an authorization. We may use and
disclose PHI about you without your Authorization in
the following ways:

a. To provide healthcare treatment to you.
We use and share PHI with others, such as
physicians and community connect partners, to
provide and coordinate your healthcare treatment.
For example, a doctor treating you for a broken leg
may need to know if you have diabetes because
diabetes may slow the healing process. Different
departments may also need your PHI so you can
get your medicine, lab work, meals and x-rays. We
may also share health information about you with
people like your primary care physician, home
health providers or others who may be involved in
your medical care after you leave our care. We
may make health information about you available
to other healthcare providers who ask for it
through the Care Everywhere function of our
electronic medical record system, the North
Carolina HealthConnex, or through other health
information exchanges. You may ask that Novant
Health not make your health information available
through Care Everywhere or other heath
information exchanges that enable other providers
to access your medical information, as provided in
the “Your Privacy Rights” section below. We are
required to share notification of your admission,
discharge, or transfer (often called "ADT"
information) from our facilities to your other
providers and post-acute service providers. If you
want to opt out of us sharing your ADT
information for a particular visit, please alert the
staff at the registration desk at the facility where
you are being treated.

b. To obtain payment for services. We use and
share PHI with others (for example, insurance
companies, health plans, collection agencies, and
consumer reporting agencies) to bill and collect
payment for services we provided to you. Before
we provide scheduled services to you, we may
share information with your health plan to ask
whether it will pay for the services or with
government agencies to see if you qualify for
benefits. We may also share health information
with hospital departments that review care to see
if the care and the costs were appropriate. For
example, if you have a broken leg, we may need to
give our billing department and your health plan
information about your condition, the supplies
used (such as plaster for your cast or crutches),
and the services you received (such as x-rays or
surgery) so we can be paid or you can be
reimbursed.

c. For healthcare operations. We may use and
share PHI to perform business activities referred to
as "healthcare operations”, such as to help us
improve the quality of care we provide and reduce
healthcare costs. For example, we may use PHI to
review our services or evaluate the performance of
the people taking care of you. We may share PHI
with governmental agencies, so they can review
the care we provide. We also may share PHI with
doctors, nurses, medical and nursing students, and
other personnel (like billing clerks or assistants)
for training purposes.

d.To raise money for our organization.
We may use and/or disclose PHI about you,
including disclosure to a foundation, to contact you
to raise money. Unless you provide an
authorization, we will only share your name,
address, telephone number, the dates you received
treatment or services, the names
of the treating physicians, the outcome and health
insurance status. If you do not want
to be contacted you may notify Novant Health at
FdnDataResearch@novanthealth.org or 704-384-
9829. Please provide your full name and address.

e. To communicate with you. We may use and
share health information to contact you about
treatment, care, or payment. For example, we may
use the phone numbers (including mobile) and
email addresses we have on file to send you phone
calls, emails, text messages, or other
communications related to your care. We may also
send you appointment or check-up reminders,
information about upcoming health screening
events, research information, or contact you to ask
for feedback regarding your care at Novant Health.
If you send us unencrypted emails or texts, you
understand there are security risks in doing so and
you accept those risks.

f. To tell you about treatment options. We may
use and/or disclose PHI to tell you about
treatment options that may interest you. We may
also use and/or disclose PHI to give you gifts of a



small value. For example, if you have diabetes, we
may tell you about nutritional services that might
help you.

g. To our business associates. \We provide some
services through other businesses we call business
associates. We may give business associates health
information about you so they can do the job we
asked them to do. For example, we might use a
copy service to make copies of requested medical
records. When we do this, we require the business
associate to safeguard health information about
you.

2. When we may use and disclose PHI about
you when an authorization or an
opportunity to agree or object is not
required. In some situations, we may use
and/or disclose PHI about you without your
Authorization or an opportunity to object. These
situations include when the use or disclosure is:

a. When it is required by law.

b. For public health activities. We may disclose PHI
about you for public health activities.
These activities generally include disclosing
PHI in order to:

- Prevent or control disease, injury or disability
- Report births and deaths
- Report child and disabled adult abuse or neglect
- Report reactions to medicine or problems with
medical products
- Tell people that a medical product they
are using has been recalled; or
- Support public health surveillance and
combat bioterrorism

c. For health oversight activities. We may disclose
PHI about you to a state or federal health oversight
agency that is authorized by law
to oversee our operations.

d. Disclosures about victims of abuse, neglect or
domestic violence. In certain situations, we may
disclose PHI to a government authority about an
individual we believe to be a victim of abuse,
neglect or domestic violence.

e.For a legal proceeding. We may disclose PHI in a
legal proceeding as required by a court order or
otherwise by law.

f. For law enforcement purposes. We may disclose
PHI about you to report certain types of wounds,
physical injuries, or criminal conduct on our
property.

g.To a medical examiner or funeral director.
We may disclose PHI about you to a coroner or
medical examiner to identify you or determine
cause of death. We may also release PHI to
funeral directors so they can carry out their duties.

h.For organ, eye or tissue donation purposes.

i. For medical research. We may use and disclose
your health information for research purposes
when our Institutional Review Board has reviewed
and approved the research proposal. We also may
disclose health information about you to people
preparing to conduct a research project (for
example, to help them look for patients with
specific medical needs), so long as the health
information they review does not leave our
organization. All research projects involving
patients’ medical information must be approved
through a special review process to protect patient
confidentiality. A researcher may have access to
information that identifies you only through the
special review process, or with your written
permission.

j- To avoid a serious threat to health or safety.

We may disclose health information if it is
necessary to protect the health and safety of you,
the public or someone else.

k. For specialized government functions. We may
disclose PHI about you for military and veterans’
activities, national security and intelligence
activities, protective services for the President, or
medical suitability/ determinations of the
Department of State.

I. For law enforcement custodial situations. We
may disclose PHI about you to a correctional
institution that has custody of you.

m.Disclosures to law enforcement. We may
disclose PHI about an individual for a law
enforcement purpose or with a law enforcement
offical as permitted in 45 C.F.R. § 512(f).

n. Workers compensation. We may disclose PHI as
authorized by law and to the extent necessary to
comply with laws relating to workers
compensation and other similar programs,
established by law, that provide benefits for
work-related injuries or illness without regard to
fault.

o. National instant criminal background check
system. We may use or disclose PHI for purposes
of reporting to the National Instant Criminal
Background Check System the identity of a person
who is prohibited from possessing a firearm under
applicable law.

p.Disclosures to covered entities that are
government programs providing public
benefits. We may disclose PHI to government
entities or health plans that administer or provide
public benefits.

3. When you can object to a use or disclosure.
Unless you tell us not to, we may use or share
your PHI:

a. To include you in the hospital directory. Our



hospitals include limited information about you in
their patient directories. We may share your
name, room number, and condition (fair, stable,
etc.) with people who ask for you by name. We
also may share your religious affiliation with
religious leaders of your faith. If you do not want
your information included in the directory, please
tell Registration when you arrive. If you ask not to
be included in the patient directory, you will not get
any cards or flowers that are sent to the hospital for
you. Also, we will not tell callers or visitors that you
are here.

b.To people involved in your care or payment for
care. We may share PHI with family members or
others identified by you, who are involved in your
care or payment for your care. We also may tell
your family and friends your condition. In an
emergency, or if you are unable to make decisions
for yourself, we will use our professional judgment
to decide if it is in your best interest to share your
PHI with a person involved in your care. If family
members or friends are present while care is being
provided, we may assume that you agree that your
companions may hear the discussion, unless you
state otherwise.

c. To agencies for disaster relief efforts.
We may share PHI with agencies like the Red
Cross for disaster relief efforts. Even if you ask us
not to, we may share your PHI if we need to for an
emergency.

Other laws

In some cases, other laws require us to give more
protection to your health information than HIPAA
does. Even if one of these special rules applies to
your health information, we may still be required to
report certain things and we will follow these laws.
For example, we are required to report suspected
cases of child or disabled adult abuse or neglect, and
we may share the information listed below when we
make the report.

* |f you have a communicable disease like
tuberculosis, syphilis or HIV/AIDS, we generally
will not share that information unless we have your
written permission. But, we do not need your
permission to report information about your
disease to State and local health officials or to
prevent the spread of the disease.

* |If you are treated for a mental health condition, a
developmental disability or substance use
disorder, state law generally requires us to get
your written consent before we disclose that
information. There are some exceptions to this
rule. For example, we may disclose information if
you need a guardian or involuntary commitment.
We also may disclose information to: (1) a
healthcare provider who is treating you in an
emergency; (2) a healthcare provider who referred
you to us, if they ask; and (3) to other mental
health, developmental disabilities, and substance

abuse facilities or professionals when necessary to
coordinate your care or treatment. After
notification to you, we are required to tell a family
member or other person substantially involved in
your care that you were admitted to, transferred
from, left or discharged from, a behavioral health
unit. Under a special federal law, if you apply for or
receive substance use disorder services from
certain specialists, we generally have to get your
written permission before we share information
that identifies you as a patient receiving substance
use disorder services. There are some exceptions
to this rule. We can share this information with
our workers to coordinate your care and to
agencies or individuals that help us serve you. We
may share information with medical workers in an
emergency.

* |f you are under the age of 18 and are not
emancipated, we will not reveal any information
about treatment that you consented to receive for
pregnancy, venereal disease and other
communicable diseases, drug or alcohol abuse, or
emotional disturbance, without your permission.
But, we are allowed to reveal this information if: (1)
your doctor thinks your parents need to know
because there is a serious threat to your life or
health, or (2) your parents or guardian ask your
doctor about the treatment, and your doctor
believes that sharing the information is in your
best interest.

E Other uses and disclosures

1. Use of psychotherapy notes, use of PHI for
marketing and sale of PHI. Except as provided in
45 C.F.R. §164.508(a)(2) of HIPAA, your
authorization is required for use or disclosure of
psychotherapy notes about you. Except as provided
in 45 C.F.R. §164.508(a)(3), your authorization is
required for use or disclosure of PHI about you for
marketing. Your authorization is required for a
disclosure which is a sale of PHI about you under 45
C.F.R. §164.508(a)(4).

2. Other uses and disclosures. In any situation
other than those described in this Notice of Privacy
Practices, we may ask for your verbal or written
authorization before we use or disclose your PHI. If
you sign a written authorization allowing us to
disclose PHI, you may cancel it later. Your
cancellation must be in writing and delivered to the
Privacy Official at the address provided below. After
we receive and had reasonable time to implement
the cancellation, we will no longer disclose your PHI
that was previously authorized. You understand that
we are unable to take back any disclosures we have
already made based on reliance of your previous
authorization. We can remove individually
identifiable information so that the information is
considered de-identified, and we can further disclose
that information without your written permission.



Your privacy rights

You have the following rights about the health
information we maintain about you. If you want to
exercise your rights, you must fill out a special form.
These forms can be found at www.novanthealth.org/
medicalrecords. Please contact the Novant Health
Privacy Official at 704-384-9829 or at PO Box
33549 Charlotte, NC 28233-3549 for the form or
more information.

1. Right to ask for restrictions. You have the right
to ask us to limit the ways we use and disclose your
PHI for treatment, payment or healthcare operations.
You also have the right to ask us to limit the health
information we share about you to someone involved
in your care or the payment for your care. Your
request must be in writing. We do not have to agree to
your request in most cases. But, we do have to agree if
you ask us not to disclose PHI to your health plan for
payment or healthcare operations, if the PHI is about
an item or service you paid for, in full, out-of-pocket,
and disclosure is not otherwise required by law. Even if
we agree, your restrictions may not be followed in
some situations such as emergencies or when
disclosure is required by law.

2. Right to ask for different ways to
communicate with you. You have the right to ask
us to contact you in a certain way or at a certain
location. For example, you can ask us to only contact
you at your work phone number. If your request is
reasonable, we will do what you ask. In some
situations, we may require you to explain how you will
handle payment and give us another way to reach you.

3. Right to see and copy PHI. You have the right
to see and get a copy of the health information about
you. You must sign a written request for access or an
authorization. We may charge you a fee if you have
asked for a copy of records. We can deny your request
in some situations. If we deny your request, we will
notify you in writing and explain how you can ask for a
review of the denial.

4. Right to ask for changes. You have the right to
ask us to change PHI about you if you do not believe it
is correct or complete. You must ask us in writing. You
must explain why you want the change. We can deny
your request in some situations. If we deny your
request, we will explain why in writing and tell you how
to give us a written statement disagreeing with our
decision.

5. Right to ask for an accounting of disclosures.
If you ask in writing, you can get a list of some, but not
all, of the disclosures we made of your health
information. For example, the list will not include
disclosures made for treatment, payment, healthcare
operations or disclosures you specifically authorized.
You may ask for disclosures made in the last six (6)
years. We cannot give you a list of any disclosures
made before April 14, 2003. If you ask for a list of
disclosures more than once in 12 months, we can
charge you a reasonable fee.

6. Right to a paper copy of this Notice.

We will give you a paper copy of this Notice on the
first day we treat you at our facility (in an emergency,
we will give this Notice to you as soon as possible).
You can also get a copy of this Notice from our
website www.novanthealth.org.

7. Availability of electronic medical record
outside of Novant Health. Some medical records
at Novant are maintained within an electronic
medical record system that can allow other
unaffiliated healthcare providers to view your records
through a health information exchange

Novant Health may make certain information about
you available through the North Carolina
HealthConnex, which is a health information exchange
operated by the state of North Carolina. You can opt
out of allowing your health information from being
available through the North Carolina HealthConnex by
either going to this website - https://hiea.nc.gov/
patients, or calling 919-754-6912.

If you are a patient of Novant Health New Hanover
Regional Medical Center, you may opt out of allowing
your health information from being available through
an HIE by contacting the Health Information
Management Department at 910-667-7109 or

by calling the Novant Health Privacy Office at
704-384-9829.

If you do not want your electronic medical record to be
available to non-Novant Health providers through
CareEverywhere or other health information
exchanges, you may request to opt out by contacting a
Novant Health practice manager or the medical
records department, and requesting to “opt out” of
Care Everywhere.

Participation in an electronic health information
exchange also lets us see other provider's information
about you for our treatment purposes. Opting out of
CareEverywhere at Novant Health, will not prevent
Novant Health from retrieving information about you
from other health care systems. If you do not want
those health care systems to share your information,
you will need to contact them directly. If you choose
not to allow your electronic medical record to be
available through Care Everywhere or another health
information exchange, another provider who is
involved in your care may not be able to retrieve your
full medical history electronically.

You may file a complaint
about our privacy practices

If you think we have violated your privacy rights, or
you want to complain to us about our privacy
practices, you can contact the Novant Health Privacy
Official at 704-384-9829 or P.O. Box 33549
Charlotte, NC 28233-3549. You also may write to
the United States Secretary of the Department of
Health and Human Services. If you file a complaint,
we will not take any action against you or change our
treatment of you in any way.



Notice of Nondiscrimination

Novant Health complies with applicable Federal civil rights laws and does not discriminate on thebasis
of race, color, national origin, age, disability, or sex. Novant Health does not exclude people or treat them
differently because of race, color, national origin, age, disability, or sex.

Novant Health:
* Provides free aids and services to people with disabilities to communicate effectively with us,
such as:
o Qualified sign language interpreters
o Written information in other formats (large print, audio, accessible electronic formats,
other formats)

* Provides free language services to people whose primary language is not English, such as:
o Qualified interpreters
o Information written in other languages

If you need these services, please contact Novant Health Interpreter Services at
1-855-526.4411, then select option 3. TDD/TTY: 1-800-735-8262.

If you believe that Novant Health has not provided these services or discriminated in another way on the
basis of race, color, national origin, age, disability, or sex, you can file a grievance with:

Patient Services Department
Attn: Section 1557 Coordinator
200 Hawthorne Lane
Charlotte, NC 28204

Telephone: 1-888-648-7999
TDD/TTY:1-800-735-8262
https://www.novanthealth.org/home/contact-us.aspx

You may file a grievance by mail, in person at the Novant Health facility where care was provided, or by
submitting the form at the link above. If you need help filing a grievance, call 1-888-648.7999 or TDD/TTY
1-800-735-8262.

You may also file a civil rights complaint with the U.S. Department of Health and Human Services, Office for
Civil Rights, electronically through the Office for Civil Rights Complaint Portal, available at https://ocrportal.
hhs.gov/ocr/portal/lobby.jsf, or by mail or phone at:

U.S. Department of Health and Human Services

200 Independence Avenue, SW

Room 509F, HHH Building

Washington, D.C. 20201

1-800-368-1019, 800-537-7697 (TDD)

Complaint forms are available at http://www.hhs.gov/ocr/office/file/index.html.

ATTENTION: Language assistance services, free of charge, are available to you. Call 1-855-526-
4411. Select option 3. TDD/TTY: 1-800-735-8262.
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Espafiol (Spanish)

ATENCION: Los servicios de asistencia lingtiisticos, gratuitos,
estan disponibles para usted. Llame al 1-855-526-4411. Seleccione
la opcion 3. TDD/TTY: 1-800-735-8262.

FEE 3 (Chinese)

TR U EZ R E R o 557%7] 1-856-526-4411 -
PEEZEIE 3 - TDD/TTY © 1-800-735-8262 -

Tiéng Viét (Vietnamese)

CHU Y: C6 cdc djch vu hé tro ngbn ngi¥ mién phi danh cho quy vi. Goi 1-
855-526-4411. Chon tuy chon 3. TDD/TTY: 1-800-735-8262.

St= O (Korean)

79 FHE 9lo] K¢ AH]~F o] &35y T Q] r) 1-855-526-
4411902 2PN A Q. 54 38 €8]} 4/4]L. TDD/TTY: 1-800-
735-8262.

Francais (French)

IMPORTANT : Des services d'assistance linguistique gratuits sont a
votre disposition. Appelez le +1 855526 4411. Sélectionnez
I'option 3.  Dispositif de télécommunication pour sourds et
malentendants : +1 800 735 8262.

4 ., ) (Arabic)

.1-855-526-4411 2l Ao diad) ] dalio Luilaall 4 s2ll] sac Lsal] Ciland -dia L
.1-800-735-8262 : aill ilgllf S JuaiV/ jlga .3 bl s/

Pyccxuit (Russian)

BHUMAHMWE: [ns eac docmynHa 6ecrnaamHas ycayaa A3biKosol
rnoddepxku. [Noz3goHUMe no menegoHy 1-855-526-4411. Boibepume
sapuaHm 3. Tekcmossili menegoH/menemadin: 1-800-735-8262.

Tagalog (Tagalog —
Filipino)

ATENSYON: May mga libreng serbisyo ng tulong sa wika na available sa
iyo. Tumawag sa 1-855-526-4411. Piliin ang opsyon 3. TDD/TTY: 1-800-
735-8262.

= b 3 (Farsi)

opladd L, )l ) GUELEST 0 G ) sh 40 4aa i Cledd :4a 471-855-526-4411
A S, 2 Ko ulaB | 2iS QIR | TDD/TTY :1-800-735-8262

A71CE (Ambharic)

TP PIL ACST ATATNFF 172 L7502 (1 1-855-526-4411 A8 LLD (ki
AT 37 LI+ TDD/TTY:- 1-800-735-8262.

Deutsch (German)

HINWEIS: Es stehen Ilhnen kostenlose Sprachassistenzdienste zur
Verfiigung. Wéhlen Sie +1 855 526 4411. Wdhlen Sie Option 3 aus.
TDD/TTY: 1 800 735 8262.

1-855-526- (s htias Cido etlodi S Cuile] (Glato o Gl ] S o inn 55 )y

3 (Urd
#)! (Urdu) -1-800-735-8262 :TDD/TTY -cxtin 3 JLis) . sS 58 4411
2 Rlindl) ETTT G 7T [T 79[ 19T HETIAT HaTe 3TISET & 1-855-526-4411
mdi o . .
#I @Il # | [dHeT 3 gal/ TDD/TTY: 1-800-735-8262.
ALt dAHIRL HIS CUN ¥SIA A (Aot e, GUA &, 1-855-
a2l (Gujarati) .
526-4411 U? Sl 520 [AS$cEU 3 U E $21 TDD/TTY: 1-800-735-8262.
SIS 79 ST ey [T @I F2IF0] /AR ToT =/ 1-855-
¢ (Bengali) 526-4411 FHEF (BT FF/ [9FF 3 faFia Fea/ TDD/TTY: 1-800-735-

8262/
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